IIpaBmia (puHaAHCOBOM 0€30IIACHOCTH B
Nurepuere

Hamum nepconanbHbie 1 PUHAHCOBBIC JaHHBIE — MUIIEHD ISl MOILICHHUKOB,
OpYIYIOUIMX HE TOJBKO B PeaIbHOM MHUpPE, HO JOCTAIOIIUX HAC MO TeJIePOHY WK B
WUnrepnere. Kak yOepeub nuuHble (UHAHCHI M CEMEWHBIA OIOKET OT
BBIKQUMBAHUSI KPOBHBIX CPEJICTB CO CUETOB?

B NnTepHeT-marazuHax MOXHO HATKHYTBHCSI HA HECKOJIBKO Pa3HOBUIHOCTEN
MOIICHHUYECTBA. B OCHOBHOM, JIeHBI'M C Balled KapTbel MHTEpHET-MOIIEHHUKU
MBITAIOTCS YKPACTh MHOTUMU CITOCOOAMU, HATTPUMED:

1) 3apaxxenumeM Baiiero kommbioTepa. HeBaxkHO, wuCHONb3yeTe BbI
HACTOJILHBIN KOMITBIOTED, HOYTOYK, CMapT(OH WU TUIAHIIIET — 3aPa3UTh UX MOYKHO
yepes ySI3BUMOCTH ONEPALIMOHHOM CUCTEMBI MJIM YCTAHOBJIEHHBIX BAMU MPOTPaAMM;

2) Kpaxkeil JaHHBIX IPsIMO B (pOpME OIUIATHI — HEKOTOPbIE KPYITHbIE CANUTHI U
NHTepHeT-Mara3uHbl B3JIAMBIBAIOT, BCTaBJsAsS TyJa IulaTexkHYl GopMy, wu3
KOTOPOM JaHHBIE KaPTHI,

3) counaabHON HHKEHEPUEH — B3JIOMaB MPOQUIH BallIUX Apy3el WK CO3/aB
NpUBJIEKATEIbHbIE TOAJEIbHbIE TPO(UINA, MOIIEHHUKH TBITAIOTCS 3aCTaBUTh Bac
MEPEBECTU UM JCHBIH, TIEPETHUCHIBASICH C BAMU 0 JIEKTPOHHOM moute, B Skype u
COLMAJIBHBIX CETSX;

4) cnaMOM ¥ CKaMOM — BaM MpeAiaraloT KaKue-TO TOBAPbl WM YCIYTH MO
MIPUBJIEKATEILHO HU3KOM LIEHE, HO KAY€CTBO HE TaPaHTUPOBAHO;

5) ¢pummHrOM — Bac MPUMAHUBAIOT HA MOJICIBHBIE COOOIIEHUS OT BaIIETO
Oanka win KpynHoro MHTepHeT-mopTaia mno 3JeKTPOHHOW MOUTe, B COLMAIbHBIX
cerax. [lepeiaere n moBepUTE — JAHHBIE YK€ Y MOIIEHHUKOB, © OHA MOTYT CHSTh
C Balleil 0aHKOBCKOM KapThl IEHbI'U JAJIEKO 3a MPEEIaMH CTPAHBI.

IIpokyparypa r. Hopuibcka noaroToBmJia CoBeTbl Ha KasKAbli J1eHb,
KOTOpbIe MOMOrYT yOepeub Bac OT IaHHBIX BUA0B MOLIEHHMYECTBA U cOepedb
BaIlIU 1€HbIN

1. Aymaiite o 3amute Bamero MHTepHeT-yCTPOHCTBA

HeBaxxHo, HOBBIN MM CTapbli y BaC KOMIBIOTEP WIM HET; HEBAKHO, YTO BbI
JyMaeTre NpoO MCIHOJIB30BAHUE AHTUBUPYCOB; HEBAXXHO, XOAUTE JM BBl Ha
COMHMTEJIbHBIE CANThI WM HET... BakKHO, TOHMMAETE JIM BbI, YTO JK00as cuctema
ySA3BAMA IIEpell TEMH, KTO JKAKIET €€ B3JIOMaTh W HAXWTHCSI Ha JTOM.
CTOnKHYTBCS ¢ «Tps3bio» B MHTEepHETE mpolle, 4eM Ha YJIHIE — U Ballu JE€HbIU
MOTYT BHE3aITHO MOJBEPIHYTHCSI OMACHOCTH, €CJIM Balll JIIOOMMBINA CalT B3JIOMAIOT
WM TOBPENAT 3alIUTy Ballero YCTPOMCTBA, WJIM €CIHM BBl IPOCTO 3aWJIeTe B
HuTepHet no 6ecruiatHoMy myonnyHomMy Wi-Fi (0H MOXKET 0Ka3aTbCsi MPUMaHKOU
MOIIIEHHUKOB). [ToMHUTE 00 3TOM M MCHOJIb3YHTE HECKOJIBKO YPOBHEH 3alllUThl —
JOTIOJTHUTENbHBIE MApOdIX U MPOTPaMMBbI ISl TOBBIICHHUS] O€30IaCHOCTH — BE3J1E
MOTYT TaWTbCS YTpo3bl. JJOMMOTHUTEIPHO MOMOKET IMPOBEPKA BCEX CAWTOB, HA



KOTOpbIE Bac 3aBJIEKAIOT, Ha mpeaMeT (aabcudUKaIuy, CHeUaTbHBIM MOIYJIEM
aHTUBUpYca. Majo 1 4ero Bbl TaM MOAXBATHUTE, €CIIU PEIINTEe yriyOUuThes. ..

2. [lepeBoauTEe JEHBIH TOJBKO JPY3bSIM, C KEM €CTh He TOJbKO KOHTAKT B
ceTn

B nocnenHue mapy JeT y4acTWIMCh B3JIOMBI TpoQuiei corceTeit
(BKonTakte, OnHOKIacCCHMKM) W JApyrux mnporpamm s oOmenus (Skype,
WhatsApp, Viber), KoTopbie MOIIIEHHUKHU UCIIOIB3YIOT JUIsl TOTO, YTOOBI BTEPETHCS
B JIOBEpHE K TOCTOSIHHBIM KOHTaKTaM B3JloMaHHOro. Korja Apyr uin poiCTBEHHHUK
MPOCUT MOMOYbL €My JI€HbIaMH, HE BBIXOJS Ha CBs3b MO JPYTUM KaHajaM —
3amo0/I03puTe HellagHoe. B ¢puHaHCcOBOM 0e30mMacHOCTH BaKHO «Ieped/ieTh, ueM
HEZI00IETh.

3. [lokynaiiTe TOJBKO Yy IPOAABI OB, KOTOPbIM €CTh OCHOBAHUS BEPUTH

MHOro uCTOpul XOIMT PO TO, YTO B KUTAUCKUX VHTEpHET-Mara3uHax u B
OTEYECTBEHHBIX CEpBUCAX OECIUIATHBIX OOBSBICHUI MMOKyNaTeIX MOJIyYaroT
kupnuur 1o 1eHe iPhone... I 3TOro Hy’»XHO IIJIaTUTh YEpe3 CEPBUCHI
3alMIEeHHON caenku. Wi BCE€ ke [nenarb KpyHHbIE IIOKYIIKM TOJBKO Yy
IIPOBEPEHHBIX IPOJABIOB C BBICOKMM PEUTHHIOM.

4. Ecim Bbl B HHTepHeTe 4epe3 MOOWIbHOE YCTPOMCTBO — PeryJsipHO
NpoBepsiiiTe 0aJIaHC cyeTa

[TpoBepstiiTe cocTOSTHUE CBOETO CYeTa y MOOUIBHOTO OIeparopa IOcCie
MOCEIICHUS] COMHUTEIBHBIX CaWTOB, TpEIJaraBIIMX OCCIUIATHBIE 3arpy3Ku
IIOKUPYIOIIUX» BHUJIEO, HEMPUIMYHBIX KAPTHUHOK M B3JIOMAaHHBIX MPOrpPamMM.
MosxeT ObITh, Bac MPOTHUB Balllel BOJIM «IIOAMUCATIN» HA €KEIHEBHBIC IUIATEXKH,
KOTOpbIE MOTYT OOHYJIUTH BaM cueT. Koraa cueT ucuepnaercs, OTKIII0YaT OT CBS3U
Bac OBICTPO, a TOOUTHLCS BO3BpaTa JICHET MIPUIAETCS JOJITO.

5. Ilimature B CeTH TOJBKO ClIeHAIbHON 0aHKOBCKOM KapToil

Ecnu BBl 3aBenere NONOJHUTEIBHYI KapTy Uil MHTepHeT-riaTexei, Bbl
o0e3onacuTe OCHOBHYIO CYMMYy Ha CBOEM CYETy. Bbl Mokere nepeku]bIBaTh
HY)KHYIO CyMMy udepe3 VHTepHeT-0aHK MM MOOWIbHBIM OaHK Ha CUET HYXHOU
KapThl BCAKUM pa3, Korja coOupaeTech MIaTUTh.

6. He cooOmaiiTe 1aHHbIe CBOCH KAPTHhl HUKOMY

Kak TOiapkO BaM MNpUXOAHUT cOOOIIEHHE «Y Bac 3a0JIOKUPOBAHBI JEHBIH.
[Tepe3Bonute no HOMepy 8-800...» — HYKHO HACTOPOKHUTHCS U MOCMOTPETH B
WNHTepHeTe, 4To mUIIyT Mpo 3TOT HoMep. CKopee BCero, OH HE CBA3aH C BallUM
O0aHKOM, a 3aperuCTPUPOBAH HA MOJACTaBHYIO KoMNaHuio. M mo 3ToMmy HOMepy Bac
OKHJAI0T BOMPOCHI )KYJIUKOB, YMEJIO BTUPAIOUIUXCS B IOBEPUE, IPO HOMEP U CPOK
JECTBUSA BallIEW KapThI.

7. IlocrapaiiTecb He CTaBUTh HeJerejbHble MPOrpaMMbl HAa KOMIBLIOTEp,
cMapTdoH U MIAHIIET



Ecnu BbI ucnonb3yere npuioxeHus HTepHeT-0aHKOB Ha CBOEM ILIAHIIETE
WIH «YMHOM» TenedoHe, TMpoBepsAlTe NPOUCXOXKIECHUE HOBBIX MPOrpamM,
KOTOpBIE CTaBITCS Ha Bamle ycTpoilcTBO. Cuutate SMS-cooOuieHue ¢ noMoubo
B3JIOMAHHOM MPOTrpaMMBbl ropa3/io MpoIle, YeM MNOAIISIABIBATh 3a >KEpTBAMH. A
«MOACMOTPETh», UYTO Bbl BBOAUTE C KJIABUATYpPbl, TOPa3J0 Jier4e Ha OOBIYHOM
KOMITIBIOTEPE, €clii (PYHKIUEH «IpOCIHyIIKW» 00JaJaeT He3aMeTHas IIMHOHCKas
nporpamma.

3alUTUTh CEMENUHBIM  OIO/DKET OT  mocsiratenbcTB  Hempocto.  Ho
nocrapaiirecs! M momHure, 4To B ciiydae BOPOBCTBA JIEHET ¢ OAHKOBCKON KapTbl
BbI 3aIMIIEHBI 3aKOHOAATENBbHO. Kak TOJBKO BBl Y3HAJIM IIPO HEJIAHOE, B TEUEHUE
CYTOK TOCTapaiTech OOpaTUThCS B Ball OaHK M 3aperuCTpUpPOBATH 3asBlIEHUE (110
tenedoHy, depe3 OHJaWH-OaHK WM Ju4yHO). [locie yero GaHK TPOBEAET CBOE
paccieoBaHWE U BBICHSET, MOIICHHMYECKHE O3TO ObUIM JCWUCTBUA WIH
co3HaTenbHble Bamu. C 3asBIEHHEM O XMILEHUH JEHEXHBIX CPEICTB C Ballei
KapThl Bl TAK)KE MOKETE 0OPAaTUTHCA B TEPPUTOPUAIIBHBIN oTaen noaunuu OMB/]
Poccuu nio r. Hopuibcky.
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