WHO®OPMAIIMOHHAS IAMSATKA
JUISI OBYYAIOIIUXCS 1J151 PASMEIIEHUS
HA O®ULMAJIBLHBIX UHTEPHET-PECYPCAX

C KaxabpIM TOJIOM MOJIOJICKHW B MHTEPHETE CTAHOBUTHCS OoJibllle, a
IWIKOJBHUKU OJHU M3 CaMbIX AaKTHUBHBIX IOJb30Bareiie PyHera. Mexnay tem,
MOMHUMO OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, MHTEPHET HECET U MPOOJIEMBI.
OTa naMATKa J0JDKHA TOMOYb TeOe 0€3011acHO HaXOIUThCS B CETH.

Komubrorepabie BUpYyCbhI

KoMmnproTepHblii BHPYC - 3TO Pa3HOBUJIHOCTh KOMIIBIOTEPHBIX MPOrpamM,
OTJIMYUTEIBHON 0COOEHHOCTHIO KOTOPOU SIBISIETCS CLIOCOOHOCTH K Pa3MHOXKEHHUIO.
B nonosHeHne K 3TOMy, BUPYCBl MOT'YT HOBPEIUTh WU MOJHOCTBIO YHUUYTOKUTH
Bce (hailiibl U JaHHbBIE, TOJKOHTPOJIbHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaKeHHas IporpaMma, a TaKXKe MOBPEIUTh WU JAKE€ YHUUTOKUTH
ONEPAllMOHHYI0 CHCTEMY CO BCceMHU (paiiiamu B LeJIOoM. B OOJIbIIMHCTBE CilydaeB
PaCIpOCTPAHSAIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToabl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. Mcnonbe3yil COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, UMEIOIIHNE CEPbE3HBII
YPOBEHB 3aIIUThI OT BPEJOHOCHBIX MPOTPAMM;

2. TloctosHHO ycraHaBnuBail mayTd (UKMQpPOBBIE 3ariaTKH, KOTOPbHIE
ABTOMATHUYECKH YCTAHABJIMBAIOTCS C LIETBI0 JIOPAOOTKUA MPOTpamMMbl) U JIPYyTrUe
OOHOBJICHUS CBOEW omepanmoHHOW cucteMbl. CkaumBailT WX TOJBKO C
opurmanpHOoro  caiita  paszpaborumka OC. Ecmu  cymectByeT — peXum
aBTOMAaTHUYECKOr0 OOHOBJIEHUS, BKIIOUH €T0;

3. Pabortaii Ha cBOEM KOMIIBIOTEPE IOJ IpaBaMH IOJIb30BATENs, a HE
aMUHUCTpATOpa. OTO HE TMO3BOJUT OOJIBIIMHCTBY BPEAOHOCHBIX MPOrPAMM
MHCTAJUIMPOBATHCS HA TBOEM NIEPCOHATBHOM KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBUPYCHbIE MPOrpaMMHbIE TMPOJAYKThl  H3BECTHBIX
IIPOU3BOAMUTENEH, C aBTOMAaTHUYECKUM OOHOBJIEHUEM 0a3;

5. Orpannyb HpU3NYECKUN JOCTYI K KOMIIBIOTEPY JUIsSl IOCTOPOHHUX JIULL;

6. Ucnonb3yit BHeUIHUE HOCHUTENM HMH(OpMaIUU, Takue Kak (iemnika, AUCK
WK Gaitn u3 MTHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX NCTOYHUKOB,;

7. He oTkpbiBaii KoMMbIOTEpHBIC (haibl, MOJYyYEHHBIE W3 HEHAJSKHBIX
UCTOYHUKOB. Jlaxke Te (paitybl, KOTOpBIE MpUCTAT TBOK 3HAKOMBIH. Jlyure yTounu
y HET0o, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI
Wi-Fi - 3T0 He Buj nepejaun JaHHbIX, HE TEXHOJIOTHUS, a BCETO JIUIIb OpeH]I,
mapka. Eme B 1991 rony Humepianiackas KOMIAHHUS 3aperUCTpUpOBalia OpeH[I
"WECA", uto o06o3nauano cioBocoueranue "Wireless Fidelity", xotopsrit
NepeBOAUTCA Kak "OecnpoBOAHAS TOYHOCTD .
Jlo Hamiero BpemMeHu jaouuia apyras abOpeBuaTypa, KOTopas SBISE€TCS TaKOU
e TexHojorueil. Jto abOpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLUIO JaHO C



HAMEKOM Ha CTaHJapT BbICIIeW 3BykoBoW TexHuku Hi-Fi, uro B mepeBone
O3HayaeT ""BBICOKAsi TOUHOCTH'.

Jla, GecrutaTHBI MHTEPHET-IOCTYIT B Kade, OTeNIIX M adporopTax SBISACTCS
OTJINYHOM BO3MOKHOCTBIO BBIXOJAa B MHTEpHET. Ho MHOrMe sKcnepThl CUMTAIOT,
qT0 obmienoctynHbie Wi-Fi cetn He SBISFOTCS 0€30MaCHBIMH.

CoBeTbI 110 0€30MacHOCTH PadOTHI B 001Ie10CTYMHBbIX ceTsax Wi-fi:

1. He nepenaBaii cBoro JTUYHYIO0 MH(pOpMaIKio yepe3 odienocTymnubie Wi-Fi
cetu. PaboTtast B HUX, JKeJIaTeJIbHO HE BBOJUTH MApOJId JOCTYIIA, JIOTUHBI U KaKue-
TO HOMEDPA;

2. Ucnonb3yit u 0OOHOBIISH aHTUBUPYCHBIE MpOrpaMMbl B OpaHamayep. Tem
caMbIM Thl 00€30IacHIllb ce0s1 OT 3aKaYKH BHPYyCa Ha TBOE YCTPOUCTBO;

3. [Ipu ucnonbzoBanuu Wi-Fi otkimroun ¢ynkiumio "O06mumil noctyn K daiaam
u npuntepam". JlaHHas QyHKIOHS 3aKpbiTa MO YMOJIYAaHHUIO, OJHAKO HEKOTOPHIE
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBA UCTIOBL30BaHUs B paboTe i y4ebe;

4. He wucnons3yii myOmmunbeii WI-FI s mepenmaum IWYHBIX JaHHBIX,
HaIMpUMep JJIsl BBIX0JIa B COLIMAIBHBIE CETH WJIM B JJIEKTPOHHYIO MOYTY;

5. Wcnonw3yit Tonbko 3amuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moOoumnbHOM Tenedone orkmoun ¢GyHkiuo "TlogkmoueHne k' Wi-Fi
aproMarnuecku'. He momyckail aBTOMaTHMYeCKOTO MOJKIIOYEHUSI YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

CoumnanbHbie ceTn

CornuanbHble CeTH aKTUBHO BXOST B HAIly KH3Hb, MHOTHE JIIOJU pabOTarOT
U KUBYT TaM MOCTOSIHHO, a B Facebook yike 3aperucTpupoBaH MIIITHAP]T YETOBEK,
YTO SIBIISIETCA OJTHOW CEIbMOM BCEX JKUTEJEH IUIAHEThl. MHOTHE MOJIB30BATENN HE
MOHUMAIOT, YTO MH(OpMaIMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
ObITh HaliJlecHa W HCIOJb30BaHA KEM YTrOJIHO, B TOM YHCJIE HE 0053aTelbHO C
OJlaruMU HaMEpPEHUSIMU.

OcHOBHBIE COBETHI 0 0€30NMACHOCTH B COUMAJIBLHBIX CETSAX:

1. Orpannyb crucok apy3en. Y 1e0s B Ipy3bsiX HE JIOJDKHO OBITh CITy4YalHBIX
Y HE3HAKOMBIX JIFOJICH;

2. 3amumiail cBOIO YacTHYIO Xu3Hb. He ykaspiBail mapoiu, TenedOHbI,
ajapeca, JaTy TBOETO POXICGHUS W JIPYTyl0 JUYHYIO  HH(POPMAIIHIO.
310yMBIIUICHHUKHA MOTYT MCITOJIB30BaTh JakKe MHPOPMAIIUIO O TOM, KaK Thl U TBOU
POJIUTEIH IUIAHUPYETE MPOBECTH KAHUKYJIbL;

3. 3ammai CBOr0 PemyTaIuio - ASP)KU €€ B UUCTOTE U 3a/1aBaii cebe BOmpocC:
XoTea Obl Thl, YTOOBI APYTHE TMOJIB30BATEIM BUJIETH, YTO ThI 3arpy’Kaemib?
[Toxymaii, mpesxie 4em 4TO-TO OMyOJIMKOBATh, HAITMCATh U 3aTrPy3UTh;

4. Ecnu ThI TOBOPHIIB C JIFOJAbMHU, KOTOPBIX HE 3HACIb, HE UCIOJIb3YH CBOE
peasibHOE MMS U JIPYTYIO JTUYHYIO WH()OPMAIUU: UMsI, MECTO >KUTEIIbCTBA, MECTO
y4eObl U TIpoyee;

5. N36eraii pasmenienus dororpaduit B UuTepHere, rie Thl U300pakeH Ha
MECTHOCTH, 10 KOTOPO MOKHO OIMPEACIUTH TBOE MECTOIOIO0KECHHUE;



6. Ilpu peructpanuu B COIMAIBHOM CETH HEOOXOAHMMO HCIIOJIb30BAThH
CJIO’KHBIE TTAPOJIH, COCTOALINE U3 OyKB U LIU(PP U C KOJIUIECTBOM 3HAKOB HE MEHEE
8;

7. Jns couuMambHOW CETH, TMOYThl M JPYrHMX CalTOB HE0OXOIUMO
UCIIOJIb30BaTh pa3Hble mapoyn. Toraa ecinu Tedsi B3JIOMAIOT, TO 37I0YMbIIUIEHHUKU
II0JIy4aT JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpasy.

JJIEKTPOHHbIE IeHbI'H

DONeKTpOHHbIE ACHBI'M - 3TO OYEHb YJOOHBIA CHOCOO MaTexed, OJHAKO
CYILIECTBYIOT MOLIEHHUKHU, KOTOPBIE XOTAT MOIYYUTh 3TH ICHBIH.

DNEeKTPOHHBIE ACHBIM MOSBUIMCH COBCEM HEJNABHO W UMEHHO M3-3a 3TOT'O BO
MHOTHX TOCYyAAapCTBaX J0 CHUX IOP HE IMPOIMCAHO PO HUX B 3aKOHAX.

B Poccumn xe onn pyHKIHOHUPYIOT M O HUX YK€ MPOIMCAHO B 3aKOHE, T/Ie UX
pa3zeNsoT Ha HECKOJIBKO BUIOB - aHOHUMHBIE U HE aHOHUMHBbIE. PazHuna B ToMm,
YTO AHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pelIaeTcss NPOBOAUTH olepauuu 0e3
UAEHTU(UKAIIMH [TOJIH30BATENs], @ B HEAHOHUMHBIX UJIECHTU(DHUKALMS TOJIb30BaTENs
ABIIETCS 00S3aTEILHOM.

Taxxe cienyer pasnuyarb JJIEKTPOHHbIE (UATHBIE JEHbIM (PaBHBI
rOCyJapCTBEHHBIM BaJIOTaM) M JJIEKTPOHHbIE HedUaTHbIE ACHBI'M (HE paBHbI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30MaCHOM padoTe € JIEKTPOHHBIMHU IeHbIAMH:

1. IlpuBsixu Kk cueTy MOOMIBHBIN TeleoH. DTO camblil YTOOHBINA U OBICTPHIN
crioco0 BOCCTaHOBUTH JOCTyN K cuery. llpuBsizaHHBIA TenepoH MOMOXKET, €CIH
3a0y/enib CBOM IJIATSKHBIM Tapojib WX 3aijellh Ha CAalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Hcnonws3yin omHopas3oBble mnaposnu. [locine mnepexona Ha yCHUIICHHYIO
aBTOpU3ALMIO TeOe yke He OyJeT yrpokaTb OMACHOCTh KpakM WJIM IepexBaTa
IJIATEKHOTO MapOJIs;

3. Beibepu cnoxHblii naposib. [lpectynHukam OyJaeT He NPOCTO yrajaaTh
CJIOXHBIN nTaposb. HagexxHbie mapoiau - 3To mapoiu, KOTOpble COAepKaT HE MEHEe
8 3HAKOB W BKIIOYAIOT B Ce€0S CTPOUYHbIE M MPOINHUCHBIE OYKBBI, LHUPPHl U
HECKOJIbKO CMMBOJIOB, TAKME KaK 3HAK JloJuiapa, (yHTa, BOCKJIMIIATEIIbHBIN 3HAK U
T.11. Harmpumep, $tROng!;;

4. He BBO/IM CBOM JIMYHBIE JAHHBIE HA CAliTaX, KOTOPBIM HE JOBEPSIEILb.

JJIeKTPOHHAs MOYTA

DJIEKTPOHHAS TOYTA - 3TO TEXHOJIOTHS U IMPENOCTABIIEMBIE €0 YCIYTH IO
NEPECHUIKE U MOJIYYEHHIO IEKTPOHHBIX COOOIIEHUMN, KOTOPbIE paclpeAestoTcs B
KOMIBIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM IMOYTOBBIA SIIUK  BBITJISIUT
CIIEYIOIKUM 00pa3oM: UMsI_T0JIb30BaTeNs(@uMs_JioMeHa. Takxe KpoMe repeiadu
IPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh IIEpE1aBaTh (pailiibl.

OcHoBHBIE COBETHI 110 0€30NACHOH padoTe ¢ ITCKTPOHHOM MOYTOM:

1. Hamo BbIOpaTh NpaBWIbHBIA IOYTOBBIA cepBHC. B HHTEpHETE €cTh
OTPOMHBIN BBIOOP OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIIE IOBEPSIThH TEM,
KOI'0 3Haellb U KTO IIEPBBIN B PEUTHHTE;



2. He ykaspiBait B 1ruHOM TouTe JuuHyto uHopmanuto. Hanpumep, nydiie
BBIOpaTh "My3bIKaIbHBIN (paHaT@" uiu "pok2013" BmecTo "Temal3";

3. Hcnonw3yil ABYXATalHYIO aBTOPU3ALMIO. DTO KOTJla MOMHUMO MapoJist
HY>KHO BBOJIUTH KOJ, MPUChUIaeMblIii 10 SMS;

4. BoiOepu COXKHBINA TapoJib. JIJisl KaXA0r0 MOYTOBOTO SIIUKA JTOJKEH ObITh
CBOU HAJECKHBIN, YCTOWYUBBIN K B3JIOMY [apOJib;

5. Ecim ecTtp BO3MOXKHOCTh Hamucarb CaMOMYy CBOM JIMYHBIA BOIPOC,
MCTIO0JIb3YH1 3Ty BO3MOXHOCTb;

6. Hcrnonp3yil HECKOJBKO IOYTOBBIX SAMMKOB. IIepBbId 1J1 4YacTHOM
MEPENNCKU C aipecaraMu, KOTOPhIM Thl JOBEpSELIb. JTO AJIEKTPOHHBIN aJapec He
HAJI0 UCIIOIB30BATh MIPU PETUCTPAIIMHN Ha OopyMax U CalTax;

7. He oTkpwiBail (ailyibl U Jpyrue BIIOKEHUS B MUCHbMAaxX, JaXe €CIU OHU
IPUIILTA OT TBOUX Apy3el. Jlydmie yTouHM y HUX, OTIPABISIN JU OHU TeOe ATH
(haibr;

8. Tlocnme oxonyaHusi pabOTHI HA IMOYTOBOM CEpPBHCE TEPEa 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0yab HaxaTh Ha "BoidTu".

KubepOy/uIMHT WM BUPTYyaJIbHOE U31€BATEIbCTBO

KubepOymnuHar -  mpeciefoBaHue — COOOIEHUSIMU,  COJEPKALIUMU
OCKOpOJIeHMs, arpeccuro, 3aIlyTMBaHHUE; XYJIUTaHCTBO; COLIMAJIBHOE
OOMKOTHPOBAHUE C MOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pBHOE ¢ KHOEPOYJIITMHIOM:

1. He Gpocatics B 60ii. Jlyummii cioco0: MocoBEeTOBAaThCS Kak ceOsi BECTH H,
€clii HEeT TOro, K KOMY MOKHO OOpaTHThCs, TO BHadajle YCIOKOMTbCA. Ecimu Thbl
HAYHEelIb OTBEYaTh OCKOPOJEHHSIMH Ha OCKOpOJIEHHS, TO TOJBKO elle OoJblle
pa30xKeNIb KOH(PIUKT;

2. Ynpasnsii cBoell kubeppenyTalunei;

3. AHOHUMHOCTh B ceTH MHHUMas. CyHIeCTBYIOT CIOCOOBI BBISICHUTB, KTO
CTOMT 32 aHOHUMHBIM aKKayHTOM;

4. He crtour BecTH XyJMIraHCKHI 00pa3 BHUpPTyaslbHOW KU3HU. MHTEepHeT
(¢ukcupyeTr Bce TBOM JAEWUCTBUSA M COXpaHsET MX. YJaIUTh HUX OyneT KpaiiHe
3aTpyIHUTEIIBHO;

5. Cobmroail cBOXO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyiéi enuHWYHBIM HeraTuB. OJHOpPa30BbIE OCKOPOUTEILHBIC
cooOIIeHusT Jydmie urHopupoBaTb. OOBIUHO arpeccus IpeKpaliaercs Ha
HaYyaJIbHOM CTaJUH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH, B
COLMATBbHBIX CETSIX €CTh BO3MOXXHOCTh OJIOKHUPOBKM OTIPABKH COOOILIEHUH C
OIPEJIEIICHHBIX aJPECOB;

8. Ecnu ThI cBUaeTeNnb kKuOepOymuHra. TBOM EHCTBUS: BBICTYIIUTH MIPOTUB
IpecieaoBarens, NoKa3aTh €My, YTO €ro JEHCTBUS OLEHUBAIOTCS HEraTUBHO,
HoJIZIepKaTh JKEPTBY, KOTOPOW HYy)KHA TICHXOJIOTUYECKass MOMOIIb, COOOIIUTH
B3POCIBIM O (JaKTE€ arpeCCUBHOIO MOBEJICHHS B CETH.

MoOubHbIi Tesie)oH



CoBpeMeHHbIe CMapT(QOHBI U TUIAHLIETHI COEpkKaT B ceOe BIIOJIHE B3POCIIbIi
(GyHKIMOHAA, M Temepb OHU MOTYT KOHKYpPHpPOBaTb CO CTallMOHAPHBIMU
KomnbioTepamu. OIHAKO, CPEICTB 3AIUTHI ISl TOJIOOHBIX YCTPOUCTB MOKA OYEHb
Mano. TectupoBaHMe M TIOMCK YSA3BUMOCTEHl B HHMX MPOUCXOJUT HE TakK
MHTEHCUBHO, Kak 17 1K, To jxe camoe kacaeTrcst 1 MOOMIIBHBIX TPUIIOKEHUH.

CoBpeMeHHble  MOOWIbHBIE Opay3epbl YK€ MPAKTHYECKH  JOTHAJIU
HACTOJbHBIE aHAJIOTH, OJIHAKO pacliupeHue (yHKIMOHATa BIEYeT 3a CcoOoM
OOJIBIIYIO CJI0KHOCTh ¥ MEHBIIYIO 3aIUIIEHHOCTD.

Jlaieko He BCe NPOU3BOJMUTENN BBITYCKAIOT OOHOBJICHMS, 3aKpBHIBAIOIINE
KPUTUYECKUE YSI3BUMOCTH JIJISl CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI JIJIs1 0€30MaCHOCTH MOOMIIBLHOTO TenedoHa:

Huuero He siBisieTcst mo-HacrosimieMy OecriaTHbIM. Bylib ocTOpokeH, Belb
Korja tebe mpearaiT OeCIUIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-
TO IJIATHBIE YCIYTH;

Hymaii, mpexzae ueM oTnpaButb SMS, ¢oto wnu Buaeo. Thl TOYHO 3HACIIB,
I/ OHU OyyT B KOHEUHOM UTOre?

Heo6xoa1mo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOEr0 cMapT(hoHa;

Hcnonb3yil aHTUBUPYCHBIE TPOTPAMMBI JUIsI MOOMIIBHBIX TEIE(POHOB;

He 3arpyxail npuiaokeHHs OT HEU3BECTHOTO MCTOYHMKA, BEIb OHU MOTYT
coJiep>KaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCrieUeHUE;

[Tocne Toro kak Thl BHIMACIIb C cailTa, T/ie BBOAWI JUYHYIO WH(OpMaIuIO,
3aiiiu B HACTPOMKHU Opay3epa u ynanu cookies;

[lepuonnueckn npoBepsid, Kakue IUIaTHbIE YCIYTM aKTUBHPOBAHbI HA TBOEM
HOMEDE;

JlaBaii cBoii HOMEp MOOWJIBHOTO TeledoHa TOIBKO JIOMISIM, KOTOPBIX ThI
3HAEIIb U KOMY JOBEpSEIIb;

Bluetooth gomkeH OBITH BBIKIIOYEH, KOrJa Thl UM HeE MoJsb3yelibes. He
3a0bIBail UHOTJa IPOBEPATH 3TO.

Online urpsi

CoBpeMEeHHbIE  OHJIAMH-UTPBI - 3TO  KPAacOYHbIC, 3aXBaThIBAIOLIUE
pasBiieueHusi, OOBEIUHSIONINE COTHU THICSY YEJIOBEK MO Bcemy Mupy. Urpoku
UCCJIENYIOT JaHHBIH UM MHp, OOIIAIOTCS JAPYT C JIPYTOM, BBITIOJHSIOT 3aJaHus,
CPKAIOTCS ¢ MOHCTpAaMH W TIONYYalOT OMNBIT. 3a yJOBOJLCTBUE OHM IUIATST:
MOKYTNAIOT JUCK, OTUIAYUBAIOT A0OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIIIUH.

Bce 3Tu cpenctBa uAyT Ha MOAJIEPKAHUE U PA3BUTUE UIPBI, a TAKKE HA camy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CHCTEMbl aBTOPU3ALMH, BBIITYCKAIOTCS HOBBIE
nat4u (HuQpoBbIe 3aMIaTKU ISl IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B monoOHBIX Wrpax CTOUT OIAacaTtbCsl HE CTOIBKO CBOUX COIEPHUKOB,
CKOJIKO Kpa)Kl TBOETO IMapoJjisi, Ha KOTOPOM OCHOBAaHAa CHCTEMa aBTOPU3AIUU
OOJIBIIMHCTBA UTP.

OcHOBHBIE COBETHI IO 0€30MACHOCTH TBOEr0 HTPOBOI0 AKKAYHTA:

1. Ecnu apyroit urpok BeAeT ceOsi MIOXO0 WM CO3/1aeT TeOe HENpPUSITHOCTH,
3a0JIOKUPYH €ro B CIIHCKE UTPOKOB;



2. Tloxanyiicst aIMUHUCTpATOPaM UTPhI HA TJI0OXOE MOBEIEHNE ITOTO UTPOKA,
YKEJATEIbHO MPWIOKUTh KAKHE-TO JI0Ka3aTeIbCTBAa B BUJIE CKPUHOB;

3. He yka3sbiBaii muunyto nHGOpMAIIMio B Ipodaiiie urpsl;

4. YBaxxall Ipyrux y4aCTHUKOB IO UI'PE;

5. He ycranaBnuBaii HeopuipaabHbIe TATYU U MOJIBI;

6. Mcrionb3y#l C0KHBIE U Pa3HbIE MTAPOJIH;

7. Jlaxke BO BpeMsl UTPHI HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [Ioka ThI Urpaenis,
TBOM KOMITBIOTEP MOTYT 3apa3uTh.

@UIIMHT WM KPaXKa JHIHBIX TaHHBIX

OOBIYHOM KpaXked JIeHer U JOKYMEHTOB CETOIHS YK€ HUKOTO HE YJUBHIIID,
HO C Pa3BUTUEM WHTEPHET-TEXHOJOTUN 3JO0YMBIIUICHHUKH TEPEMECTUIUCh B
WHTEPHET, U MPOJIOJDKAIOT 3aHUMATHCS "TIOOUMBIM" JIEIOM.

Tax mosBWIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WIW (DUIIMHT,
TJIaBHAs 11€Jb KOTOPOTO COCTOUT B TOJYYCHUU KOH(PUIACHITHATHHBIX JaHHBIX
N0JIb30BaTENIeH - JTOrMHOB U maposiel. Ha anrnmiickom s3bike phishing unrtaercs
kak ¢pummHr (ot fishing - peiOHas noBist, password - mapoJib).

OcHoBHBIE cOBeTHI 0 00pbLOEe ¢ PUIIMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu Thl mojo3peBaclib, YTO TBOSI aHKETa
Oblla  B3JIOMaHa, TO HEOOXOAMMO  3a0JIOKUpOBaTH €€ W COOOUIUTh
aJIMUHHUCTPATOPaM pecypca 00 3TOM KaK MOKHO CKOpEe;

2. Wcnonp3yii Ge3omacHbie BeO-CalThl, B TOM YHCJIE, HHTEPHET-MarasuHoB U
MOMCKOBBIX CUCTEM;

3. HWcmonb3y#l clokHbIE W pa3Hble mapond. Takum oOpazom, eciu TeOs
B3JIOMAIOT, TO 3JIOYMBINUICHHUKHA TOJy4aT JOCTYN TOJHKO K OJHOMY TBOEMY
npoITro B CETH, a HE KO BCEM;

4. Ecom T1e0s B3jIOManu, TO HEOOXOAUMMO MPEIyNpeluTh BCEX CBOMX
3HAKOMBIX, KOTOpBIE JI00OABIEHBI y T€OS B IPY3bsAX, O TOM, YTO T€Os B3JIOMAJHU H,
BO3MOYHO, OT TBOEIO MMEHH OYJIET PacChlIaThCs ClIaM M CChUIKU Ha (PMITMHTOBBIE
CAUTHI;

5. YcranoBu HagexHbIi naposib (PIN) Ha MoOunbHbIN TenedoH;

6. OTKIIIOUYM COXpaHEHHUE MapoJis B Opaysepe;

7. He otkpseiBaii (aiiiabl U Ipyrve BIOXKEHUS B MHUCbMaxX, JdaXe €CIU OHH
MOPUIILIA OT TBOUX Jpy3el. Jlydiie yTouHM y HUX, OTIPABISIN JU OHU TeOe ITH
GbaibI.

Hudpposas penyrauus

[udposas pemyranusi - 3TO HEraTHUBHAs WIM TMO3UTHBHAs WHGOpMAIUsS B
cetu o0 Tebe. Kommpomerupyromas wHpoOpMaius, pa3MelieHHas B HWHTEPHETE,
MOXXET CEpPBhE3HBIM 00pa3oM OTPa3uThCA Ha TBOEW peanbHOU xku3HU. "l{udposas
penytanus" - 3TO TBOW UMUK, KOTOPBIN (popmupyercs u3 nnpopmaiuu o Tede B
UHTEPHETE.

TBoe MecTo JKUTENbCTBA, YyueObl, TBOE (DUHAHCOBOE IMOJIOXKECHUE,
0COOEHHOCTH XapaKTepa U paccKas3bl O OJIM3KUX - BCE 3TO HAKAIJIMBAETCS B CETH.



MHorue mnoApOCTKH JIETKOMBICIEHHO OTHOCATCS K MyOJMKalUu JIHUYHOM
uHdopmaruu B VIHTEpHETE, HE MOHUMAasT BO3ZMOXHBIX MOCHEACTBUIN. Thl naxe He
CMOXEIIb JOTrafaThcsl O TOM, 4To (ororpadusi, pa3MelleHHas 5 JeT Hazajl, craja
NPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KomMmmenTapuu, pasmenienre TBoux (ororpaduii u Ipyrue AeMCTBUS MOTYT
HE HMCYE3HYTh XK€ IIOCIE TOr0, KaK Thl WX YAAJIWIIb. bl HE 3HACUIb, KTO
COXpaHWI 3Ty UHPOpPMAILMIO, TMonajga JU OHAa B IIOMCKOBBIE CHCTEMbl H
COXpaHWIAaCch JIM OHA, a TJABHOE: YTO MOJAYMAalT O TeOe OKPY’KaIoIIHUE JIOJIH,
KOTOpbIE HAUIYT W YBUAAT 3T0. HaliTh uHpOpMaLUi0 MHOTO JIET CIYCTS CMOXKET
7100011 - Kak U3 100pbIX MOOYKACHHM, TaK U ¢ HAMEPEHUEM IIPUUUHUTD Bpel. ITO
MOXKET OBITh KTO YTOIHO.

OcHoOBHBIE COBETHI MO 3aUTe HM(POBOM penmyTalMu:

1. ITomymaii, mpexae 4em 4To-TO MyOJIMKOBATh U NiepenaBaTh y ce0s B Oore
WJIK B COLIMAJILHOM CETH;

2. B Hacrtpoiikax nmpo@uis YCTaHOBH OTPaHUYEHHs] Ha IMPOCMOTP TBOETO
npoduIsl U €ro COAEPKUMOro, caiejai ero ToabKo "mist aApyseit"”;

3. He pa3memniaii u He ykasbiBail uHGOpMAIMIO, KOTOpass MOXET KOro-indo
OCKOPOJIATh WJIK OOUKATh.

ABTOpCKOE NPaBo

CoBpeMeHHbIE  IIKOJBHUKM - AaKTUBHBIC TIOJIb30BaTeNM  LU(POBOTO
npoctpaHcTBa. OJHAaKO JaleKO HE BCE 3HAIOT, YTO II0Jb30BAHHE MHOTMMU
BO3MOXHOCTSIMU  Iu(poBoro  Mupa  TpebyeT  coOmoaeHHs TpaB  Ha
UHTEIJICKTYalIbHYI0 COOCTBEHHOCTb.

TepmuH "HWHTEIUIEKTyallbHAas COOCTBEHHOCTH" OTHOCUTCS K Ppas3IMYHbIM
TBOPEHHUSM YEJIOBEUECKOT0 yMa, HadMHas C HOBBIX H300pETEHM W 3HAKOB,
0003HayarouX COOCTBEHHOCTh HAa MPOJIYKTHI U YCIYTH, U 3aKaHYMBas KHUTaMH,
doTorpagusiMu, KHHOPUIBMAMHU U MY3bIKQJIbHBIMU MTPOU3BEICHUSMHU.

ABTOpCKHE MpaBa - 3TO MpaBa HA HMHTEJUJIEKTyalbHYI0 COOCTBEHHOCTb Ha
MPOU3BEJCHUSI HAYKHU, JTUTEPATypbl U UCKYCCTBA. ABTOPCKUE IpaBa BHICTYNAIOT B
KauecTBE TapaHTUHM TOTO, YTO HMHTEIJIEKTYalbHBIM/TBOPUYECKUNA TPy aBTOpa HE
OyZIeT HampacHbIM, JacT €My CIpaBeIJIMBble BO3MOXKHOCTH 3apaboTaTh Ha
pesyibTaTax CBOEro Tpyda, MOJYYUTh W3BECTHOCTh WU Tpu3HaHue. Hukro 6e3
pa3pelieHus aBTopa HE  MOXKET  BOCIHPOM3BOJIWUTH €ro  NPOU3BENICHHUE,
pacnpocTpaHsaTh, NOyOJWYHO JIEMOHCTPHPOBATh, IPOJABaTh, HMIIOPTUPOBATH,
nycKaThb B IPOKAaT, MyOJIMYHO HCIIONHATH, MOKA3bIBATH/UCIONHATE B 3hUpe WU
pasmemats B MHTEpHETE.

Hcnonb3zoBanne  "mMUpaTckoro"  MpOrpaMMHOTIO  OOECIEYEHUsI  MOMKET
IPUBECTH K MHOTMM pHCKaMm: OT IIOTEPH JAaHHBIX K TBOMM aKKayHTaM J0
OJIOKHPOBKH TBOEIO YCTPOICTBA, IJIE YCTAaHOBJIEHA HeJerajbHas nporpamma. He
CTOUT TaKXke 3a0bIBaTh, UTO CYILIECTBYIOT JIETaJlbHbIE U OECIUIaTHBIE MPOTPAMMBI,
KOTOPBIE MOKHO HAalTH B CETH.

O nopraJne

CeteBuuoK.pd - TBOI TVIABHBIN COBETUUK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATH O

0€30MacHOCTH B CETU MOHSATHBIM M JIOCTYNHBIM $I3bIKOM, & MPU BO3HUKHOBEHHHU



KPUTHUYECKON CHUTyallud OOpaTHTHCS 3a COBETOM. A TakyKe MPUHATH ydacThe B
KOHKYpCaX M CTaTh CaMbIM ITU(POBBIM IPaskIaHUHOM !



